
Defensible Asset Disposition Framework (DADF) 
 

Purpose 

The Defensible Asset Disposition Framework (DADF) establishes a comprehensive and 
enforceable methodology for IT Asset Disposition (ITAD), defined as the secure and compliant 
disposal or repurposing of end-of-life IT equipment.  

The DADF ensures adherence to regulatory standards, including SOC 2, ISO 27001, HIPAA, and 
SEC cybersecurity regulations applicable to all registered organizations. It mitigates data security 
risks, optimizes economic outcomes, and aligns with Environmental, Social, and Governance 
(ESG) objectives. Designed to meet the expectations of stakeholders—executives, auditors, 
regulators, investors, and customers—the DADF provides a robust, transparent, and auditable 
ITAD program. 

The DADF incorporates the ITAD Verification Framework (IVF), which focuses on chain-of-custody 
verification, alongside additional controls to address security, compliance, cost efficiency, and 
environmental responsibility. 

 

ITAD Verification Framework (IVF): Core Verification Controls 

The IVF ensures rigorous chain-of-custody verification through four core controls, enabling 
traceability, evidence preservation, and auditability throughout the ITAD process: 

1. Verification Tag Tracking 
o A unique barcode tag is assigned to each device at the initiation of the disposition 

process. 
o Implements two-key tracking, combining barcode tags with a secondary identifier (e.g., 

serial number) to achieve superior accuracy compared to serial number tracking alone. 
o Prevents theft and ensures end-to-end traceability of assets. 

 
2. No Sharing of Serialized Inventory with Downstream Vendors 

o Serialized inventory data is withheld from downstream vendors to eliminate the risk of 
data manipulation or discrepancy concealment. 

o Maintains transparency and ensures discrepancies are auditable and verifiable. 
 

3. Equipment Verification Holds 
o Upon receipt, the ITAD vendor places equipment in a secure Verification Hold. 
o No resale, destruction, recycling, harvesting, or downstream processing occurs until 

independent verification confirms custody. 



o Most inventory discrepancies can be resolved through a second review while the 
equipment remains available. Verification Holds preserve the opportunity to investigate 
discrepancies before evidence is altered or destroyed. 
 

4. Verification Evidence Preservation 
o When an inventory discrepancy is identified, the processor must preserve objective 

evidence supporting its resolution before additional processing occurs. 
o Photographic evidence should clearly show the specific asset’s manufacturer serial 

number, Verification Tag, or both. 
o Security footage or other documentation may support a resolution only when it 

objectively links the specific asset to the reconciliation. 
o Generic photographs of similar equipment, updated processor reports, or verbal 

explanations alone do not constitute independent verification. 
o If processing has made verification-quality evidence unavailable, the exception, cause, 

and resulting limitation must be documented in the verification record. 

Verification is only as strong as the evidence supporting it. Evidence Preservation ensures that 
discrepancy resolutions can be independently substantiated rather than accepted on trust alone. 

Verification Evidence Hierarchy 

Not all evidence provides the same level of assurance. The DADF applies the IVF evidence 
hierarchy when evaluating discrepancy resolutions: 

o Low assurance: verbal explanations, updated processor reports, and generic 
equipment photographs. 

o Moderate assurance: security footage that identifies the asset or objectively supports 
its receipt. 

o High assurance: a photograph clearly showing the manufacturer serial number. 
o Very high assurance: a photograph showing both the Verification Tag and manufacturer 

serial number. 
o Highest assurance: independent physical verification of the asset. 

The objective is to preserve the strongest practical evidence supporting every reconciliation 
decision. 

 

Additional DADF Controls 

The DADF extends beyond chain-of-custody verification to include controls that address security, 
regulatory compliance, economic efficiency, and ESG objectives: 

1. Treatment of Missing Assets as Security Incidents 
o Any missing asset is classified as a security incident, requiring formal documentation, 

investigation, and accountability measures. 



o This control ensures compliance with regulatory requirements for incident detection, 
investigation, and response. 

o This approach supports auditability and drives continuous improvement in ITAD 
processes by identifying and addressing vulnerabilities. 

2. Secure Data Sanitization or Destruction Prior to Transit 
o Encryption alone is insufficient to prevent security incidents. Data must be securely 

sanitized or physically destroyed before equipment is transported to mitigate breach 
risks. 

o While onsite data destruction reduces the risk of breaches, it does not eliminate the 
potential for incidents. Organizations must maintain robust processes for incident 
detection, investigation, and response to meet regulatory standards. 

 
3. Processing by Certified Vendors 

o All assets must be processed by vendors certified under standards such as R2, 
eStewards, or ADISA, which mandate environmentally responsible practices, including 
recycling, reuse, and proper disposal of electronic waste. This control aligns with ESG 
objectives and demonstrates a commitment to sustainable ITAD practices. 

o Certification matters, but it's not enough—audits are snapshots; only verification 
provides ongoing oversight and proof that compliance is happening every day. 
 

4. Focus on Meaningful Metrics 
o The DADF prioritizes quantifiable metrics that reflect ITAD program quality, eschewing 

“vanity” metrics that are outside the direct control of ITAD management. 
o A key metric, for example, is ITAD miles, defined as the total distance equipment is 

transported during disposition. Minimizing ITAD miles through optimized logistics 
reduces costs and environmental impact. 

o Systematic metric tracking provides actionable insights for ITAD program optimization 
and stakeholder reporting. 

 
Competitive Bidding 

To optimize economic outcomes and ensure transparency, the DADF incorporates competitive 
bidding as a critical control. Competition among ITAD vendors drives accountability and mitigates 
risks of fraud, favoritism, or undisclosed agreements. This control focuses on three key economic 
variables: 

1. Processing Costs: Processing costs encompass activities within an ITAD vendor’s facility, 
such as data sanitization, testing, and reporting. Naturally, these costs are fairly consistent 
across certified ITAD vendors, regardless of geography. 

2. Logistics Costs: Logistics costs vary significantly based on factors such as equipment 
location, weight, timing, and required onsite services. Competitive bidding ensures 
vendors provide cost-effective logistics solutions tailored to specific project requirements. 



3. Remarketing Value: Remarketing value represents the proceeds generated from reselling 
processed equipment. This value fluctuates based on equipment type, age, condition, 
configuration, and the vendor’s remarketing capabilities, business model, and willingness 
to share proceeds. 

Competitive bidding encourages vendors to maximize remarketing value, enhancing financial 
returns for the organization. 

While individual ITAD activities (e.g., processing or logistics) may appear commoditized, the 
combination of these activities results in a highly variable service. Total costs and outcomes differ 
significantly among vendors. By requiring multiple competitive bids for each ITAD project, 
organizations optimize economic performance, ensure transparency, and reduce risks 
associated with vendor favoritism or side deals. 

 

ISO 27001 Alignment 

Segregation of Duties (Control 5.3): ITAD responsibilities are assigned to a dedicated team or 
vetted third-party provider, distinct from internal IT asset management, to prevent conflicts of 
interest. 

Independent Verification (Annex A 5.35, Clause 9.2): An internal audit team or independent 
third party reconciles expected inventories against processor receiving inventories, ensuring the 
IVF’s verification controls remain independent of vendor self-reporting. 

Evidence-Based Assurance (A.5.34 / 9.2): Verification evidence demonstrates that 
reconciliation conclusions are supported by objective documentation rather than processor 
representations alone. 

 

SOC 2 Alignment 

Logical and Physical Access Controls (CC6.5): Verification Tags and Verification Holds 
establish systematic traceability and preserve assets for review before processing. 

Monitoring Activities and Control Validation (CC4 and CC6 series): Independent reconciliation 
and evidence review identify inventory discrepancies and control failures requiring corrective 
action. 

Incident Response and Detection (CC7.2, CC7.3): Classifying missing assets as incidents and 
preserving verification evidence supports timely detection, investigation, root-cause analysis, 
corrective action, and response. 

 



HIPAA Alignment 

Security Incident Procedures (45 CFR 164.308(a)(6)(i)): Verification controls and preserved 
evidence support prompt identification, investigation, response, and documentation of actual or 
suspected incidents. 

Breach Notification for Business Associates (45 CFR 164.410(a)(1)): Business Associates must 
notify covered entities without unreasonable delay (and within 60 days). 

Business Associate Agreements (45 CFR 164.314(a)(2)(i)(C)): Objective verification evidence 
strengthens transparency and supports contractual incident-reporting obligations. 

 

SEC Cybersecurity Alignment 

Cybersecurity Risk Management (17 CFR 229.106(b)): Companies must maintain processes for 
assessing, identifying, and managing risks.  

Material Incident Disclosure (17 CFR 229.106(c)): Independent verification and preserved 
evidence create defensible documentation that may support investigations, materiality 
determinations, disclosure decisions, insurance claims, and litigation. 

 

Why It Matters 

Regulatory Compliance: The DADF ensures adherence to SOC 2, ISO 27001, HIPAA (secure data 
sanitization), and SEC cybersecurity regulations (applicable to all registered organizations), 
providing a defensible framework for audits and regulatory scrutiny. 

Risk Mitigation: Through the IVF’s four verification controls, evidence hierarchy, and proactive 
incident management, the DADF reduces risks of theft, fraud, unsupported inventory 
adjustments, undocumented asset loss, and data breaches. 

Economic and ESG Objectives: Optimized logistics (e.g., reducing ITAD miles) enhance cost 
efficiency, while certified processors support sustainable practices, aligning with stakeholder 
expectations for environmental responsibility. 

Transparency and Accountability: The DADF delivers a documented, independently verifiable 
chain of custody in which every expected asset receives a supported outcome or a disclosed 
exception. 

Defensible Audit Trail: Verification Evidence Preservation creates an objective record capable of 
supporting audits, investigations, insurance claims, litigation, and executive decision-making. 
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